Enabling SSL on Apache for BSM 9.x

The steps involved in enabling SSL on the out-of-the-box Apache web server installed with BSM 9.x on
windows are as follows:

1. Confirm you can access BSM via Apache without SSL enabled

Generate a server key (server.key) and obtain or generate a server certificate (server.crt)

Modify httpd.conf and httpd-ssl.conf to support SSL

Import the certificate into cacerts

2
3
4. Modify BSM Infrastructure settings to notify BSM of the changes
5
6

Test the SSL connection




1. Confirm you can access BSM via Apache without SSL enabled

1. First, we start from the basics and confirm that we are indeed dealing with a BSM instance that is

using Apache. For this:

a. On the BSM Gateway server, open <drive>:\HPBSM\_postinstall\userinputs.user in notepad

b. Confirm that the entry “WebServerType="has the value “Apache” and not “IIS”. If it IS, then the

Apache related configuration within this document will not apply.

2. Make sure Apache (named “HP Business Service Management Web Server”) has been installed on

the Gateway server and is running as a service

Marme -~ | Description | Stat... | Startup ... | Log On As |
-..'.? Health Key and Certificate Management Provides %,509 certificate and key management services For the Met, ., Manual Local Swstem
-.S:) HP Business Service Management HP Business Service Management Started  Automatic  Local System
@HP Business Service Management Web Server  Apachefz.2,11 {Win32) mod_sslf2.2,11 OpenssLf0.9.8i mod_jkf1.2.28 Started Automatic  Local Swstem
-\,‘.‘:} HP Cpenvisw Chrl Service HP Opervisw Cantrol Service For contralling and monitoring integrate...  Starked  Automatic Local System
-\,‘i} HP Software Shared Trace Service HP Software Shared Service For diagnostic bracing Facility, Started  Automatic  Local System

H
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3. Next, open the browser and try to access BSM using the URL http://mybsmserver.domain.com/bsm.

Replace “mybsmserver.domain.com” with the FQDN of the gateway server that is currently being

worked on. You should see the following login page to proceed:

{= Login - HP Business Service Management - Windows Internet Explorer

@; = |g, http: ffucmdbwind 1 .ind.hp. combsm/ j @ (| X Eing

File Edit Wiew Favaorites Tools  Help

i‘f Favorites | {.5 £ | suggested Sites = @ | Web slice Gallery -

/€ Login - HP Business Service Management

Business Service Management

Laogin Marne: | admin |

Passwaord: || |

|_ Remember my login name and
pazanord for 14 days.

ogin

Done l_l_l_l_’_|_| ./ Trusted sites | Protected Mode: OFF va v | ®mi0% -



http://mybsmserver.domain.com/bsm

2. Generate a server key (server.key) and obtain or generate a server certificate

(server.crt)

If you already have a server certificate (.crt) signed by a trusted CA and a server key (.key),

you can proceed to the next step

The following steps describe how to generate a server certificate and server key:

1. Setup the required folders and configure openssl.cnf

a. Create afolder named “certificates” in the C drive (c:\certificates) and another folder

named “newcerts” within the certificates folder (c:\certificates\newcerts)

b. Backup the file “<drive>:\HPBSM\WebServer\conf\openssl.cnf”

c. Open “<drive>:\HPBSM\WebServer\conf\openssl.cnf” in notepad and change the

following:

[ CA default ]

dir = c:/certificates
certs = Sdir

crl_dir = Sdir
database = Sdir/index.txt
#unique_subject =no

new_certs_dir = Sdir/newcerts

certificate = Sdir/myca.crt
serial = Sdir/serial
crinumber = Sdir/crinumber
crl = Sdir/crl.pem
private_key = Sdir/myca.key
RANDFILE = Sdir/private/.rand

# Where everything is kept

# Where the issued certs are kept

# Where the issued crl are kept

# database index file.

# Set to 'no'to allow creation of

# several ctificates with same subject.
# default place for new certs.

# The CA certificate

# The current serial number

# the current crl number

# must be commented out to leave a V1 CRL
# The current CRL

# The private key

# private random number file

d. Create an empty text file called “index.txt” under the certificates folder

(c:\certificates\index.txt)

|II

e. Create a text file named “seria

(please note, no extensions) under the certificates

folder (c:\certificates\serial). Open the file with notepad and add just one line to it: “01”

without the quotes.

2. Openacommand prompt and navigate to c:\certificates



3. Generate CA key and certificate. If you plan to get the server certificate signed by a trusted CA
(like VeriSign), you can skip this step and move to step 4.
a. Run the following command, all in one line, to generate a CA certificate and a CA key

(replace the drive for BSM as required).

"C:\HPBSM\WebServer\bin\openssl.exe" req -config
C:\HPBSM\WebServer\conf\openssl.cnf -new -x509 -extensions v3_ca -keyout

myca.key -out myca.crt -days 1825

b. Provide the details required while generating the certificate and key. Note down the

PEM pass phrase entered — it will be required later. A sample of the output is shown

below

[z+.] Administrator: Command Prompt

C:scertificates>"C:sHPBSM~MehServersbin~openszsl.exe" vreq —config C:sHPBSH-MWehSer
yerwconfopenssl.cnf —new —x58? —extensions v3_ca —keyout myca.key —out myca.crt
—days 1825

WARMING: can’t open config file: rusr-slocalrsssl/openssl._cnf

Loading *'screen’ into random state — done

Generating a 1824 bit RSA private key

writing new private key to ‘muca.key’
Enter PEM paszsz phrasze:
Verifying — Enter PEM pasz phrasze:

You are about to be asked to enter information that will be incorporated
into your certificate reguest.

llhat you are about to enter is what is called a Distinguished Hame or a DH.
There are guite a few fields but vou can leave some blank

For zome fields there will be a default value,.

If you enter '.',. the field will he left hlank.

Country Mame (2 letter code> [AUI:IH

State or Province Hame (full name) [Some—-Statel:Karnataka

Locality Hame <eg. city? [l:Bangalore

Organization Mame Ceg, company? [Internet Widgits Pty Ltdl:3YZ Inc.
Organizational Unit Mame (eg, section? [l:0perations

Common Mame <eg,. YOUR name? [1:hsmCA

Email Addressz [l1:abcl@xyz._.com

C:scertificates >

c. You should now see two files created in the c:\certificates directory. One named

“myca.crt” and the other “myca.key”




Mame | Drate modified Type Size

.rrnd 4/14/2011 6:21 PM F.MD File 1 KB

| |index.txt 471402011 6:21 PM Text Document 0kKE

q MyCa, CrFE

I.lﬂyL

|| serial 4/14/2011 6:21 PM File 1 KB

Generate a certificate request (.csr) and a server key (server.key)
a. Run the following command, all in one line, to generate a server certificate request and
a server key (replace the drive for BSM as required).

Important point to remember while generating the certificate: the Common Name MUST be

the FQDN of the GW server currently being worked on.

"C:\HPBSM\WebServer\bin\openssl" req -config
C:\HPBSM\WebServer\conf\openssl.cnf -new -nodes -keyout server.key -out server.csr

-days 365

b. Provide the details required while generating the certificate request and key. A sample
of the output is shown below.
inistrator: Command Prompt

C:scertificates>"C:s\HPBESM~UehServer~bin~openssl" req —config C:“HPBEH-UehServer™
confwopenssl.cnf —new —nodes —-keyout server.key —out server.csyr —days 365
WARMIMG: can’t open config file: Ausr-localsszl openzzl._cnf

Loading ’'screen’ into random state — done

Generating a 1824 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate reguest.

What you are about to enter is wvhat is called a Distinguished Mame or a DN.
There are guite a few fields but you can leave some blank

For some fields there will bhe a default wvalue.

If you enter *.°,. the field will be left blank.

Country Hame <2 letter code> [AUI:IH

State or Province MName <full name? [Some—Statel:Karnataka

Locality Name <eg,. city? [l:Bangalore

Organization Hame <eg,. company? [Internet Widgits Pty Ltdl:-Shrewvas Inc.
Organizational Unit Name {eg, section> [l1:Support

Common Name <eg,. YOUR name? [l:ucmdbwin®Bi.ind.hp.com

Email Address [l:abcBshrevas.con

Please enter the following ‘extra’ attributes
to he sent with your certificate request

A challenge password [l:password

fAin optional company name [1:.

C:certificates>_




c. You should now see two more files created in the c:\certificates directory. One named

“server.csr” and the other “server.key”

Marne ~ | Cate modified Twpe Size

|| .nd 4/14/2011 6:21 PM RMD File 1 kB

| |index.kxk 401402011 6:21 PM Text Document; 0OEKB

_ql ryca,crk 4114)2011 4:26 PM Security Certificate 2 kB

|| mycakey  4f14/2011 4:26 PM KEY Fila 1 KB
serial 4/14)2011 6:21 PM File: 1 KB

. SEFYEF 4/14/2011 4:33 PM SR File

4114/2011 4:33 PM KE File

Generate a CA signed server certificate from the .csr file. You have two ways to perform this
step:

a. Send the Certificate Request File (.csr) to a trusted Certification Authority (like VeriSign)
for signing. If you opt to use this alternative and you have a CA signed server certificate
in the .crt format, you could skip to the next step

b. Sign the Certificate Request File yourself and opt to distribute the CA certificate to the
users of the application.

i. Runthe following command, all in one line, to generate a signed server
certificate (replace the drive for BSM as required).

"C:\HPBSM\WebServer\bin\openssl" ca -config

C:\HPBSM\WebServer\conf\openssl.cnf -policy policy_anything -out server.crt -

infiles server.csr

ii. Provide the details required while generating the signed certificate. A sample of

the output is shown below. Use the Pass Phrase mentioned in step 3b.



dministrator: Cornmand Prompt

C:wcertificates »"C:~HPBSH-UebhServer~hin~openszs1l" ca —config C:»HPBEM-UehServer-c
onfopenssl.cnf —policy policy_anything —out server.crt -—infiles server.csp
WARMING: can’'t open config file: Ausr~-local-sszl-openssl.cnf
Uzing configuration from C:“HPBEM~MebServersconf opensszl.cnf
Loading ’'screen’ into random state — done
Enter pass phrase for c:-scertificates~smyca.key:
Check that the request matchesz the signature
Signature ok
Certificate Details:
Serial Mumber: 1 <(Bx1>
Ualidity
Mot Before: fApr 14 12:58:80 2811 GHMT
Mot After : Apr 13 12:58:80 2812 GHMT
Subject:
countryMame IN
stateQrProvinceName Karnataka
localityName Bangalore
organizat ionName Shrevyas Inc.
organizaticnalUnitNHame Support
ucmdbwin®1.ind.hp.com

commonMame
emailAddress abc@zhreyas .com
®5087uv3 extensions:
A%v3 Basic Constraints:
CA:FALSE
Metscape Comment:
88L Generated Ce

B2:98:B2:65:EC:?1:3A:DF:D8:57:DB@:4E
#58%03 Authority Key Identifier:
keyid:2D:2B:EA:BC-2A:83:64:56:AC:31:22:FD:EF:832:YD:AB:5D:A5:CC:C
5

Certificate iz to bhe certified until Apr 13 12:58:80 28912 GMT (365 days>
Sign the certificate? [y~snl:y

1 out of 1 certificate requests certified. commit? [y-snly
llrite out database with 1 new entries
Data Basze Updated

C:scertificates_
iii. You should now see one more file named “server.crt” created in the

c:\certificates directory.

Marme Crake modified Type Size
newcerks 4/114)2011 6:29 PM  File Folder

|| .rnd 4/14)2011 6:29 PM  RMD File 1KB
|| index.kxk 4/14/2011 5:29 PM Text Document 1 KB
| |index.kxk, atkr 4/14/2011 6;29 PM  ATTR. File 1kKE
| |indes.kxt,old 4/14)2011 6:21 PM OLD File OKE
d“-J miyca, crk 4114)2011 6:27 PM Security Certificake ZKB
|| mycakey 4/14/2011 £:27 M KEY File 1KE
|| serial 4/14)2011 6:29 PM  File 1kKB
|| serial.old 4/14)2011 6:21 PM OLD File 1KB

4/14/2011 &

|| server.csr

|| server ey

4/14/2011 6:28 PM
4{14/2011 6:28 PM

SR File
KEY File

1kKE
1KB



3. Modify httpd.conf and httpd-ssl.conf to support SSL

1. Stop the Apache server from Windows Services pane

Hame_« | Description | Stat... | Startup ... | Log on as
Ll Health Key and Certificate Management Provides ¥.509 certificate and key management services Far the MNet. .. Manual Lacal System
) Automatic

ol Service For controling and monitaring integrate...  Started  Automatic  Local System
d Service For diagnostic tracing Facility. Started Automatic  Local System

HP Software Shared Trace Service

CJ:Human Interface Device Access Pa Lt access ba Human Interface Devices (HID), whic... Manual Local System

‘CLIKE and AuthIP IPsec Keying Madules Resume hosts the Internet Key Exchange (IKE) and Auth...  Started  Automatic  Local System

L) Inkeractive Services Detection Restart ation of user input For interactive services, which ... IManual Lacal System

L Internet Connection Sharing (IC5) © _ pdress translation, addressing, name resolution ... Disabled  Local System

L TP Helper Al esls nectivity using IPv6 transition technologies (6tod,...  Started  Automatic  Local System

ChIPsec Policy Agent Refresh curity (IPsec) supparts network-level peer authe..,  Starked  Manual Metwark Servic
trRm for Distributed Transaction Coordinator = chions bebween the Distributed Transaction Coordi... Manwal Metwork Servic
ink-Layer Topology Discovery Mapper (A= Map, consisting of PC and device topology (conne. .. Manual Local Service

ClMcAfee Framework Service Help Framewark for Mcafee products Started Automatic  Local System

ChMicrosoft JMET Framework NGEM +2,0,5072,,, " Ticrosort e T Framevwork NGEN Manual Local Svstem

2. Backup the original “C:\HPBSM\WebServer\conf\httpd.conf” file. Adjust the drive as needed in the

path mentioned.

4. Open “C:\HPBSM\WebServer\conf\httpd.conf” in notepad and modify the following:
a. Uncomment the following lines (i.e. remove the preceding “#”):
i. LoadModule ssl_module modules/mod_ssl.so
ii. Include conf/extra/httpd-ssl.conf
5. Copy the default/httpd-ssl.conf file to extra/http-ssl.conf (backup first):
a. Make sure the following lines point to the right server certificate and key files:
i. SSLCertificateFile "C:\HPBSM/WebServer/conf/server.crt"
ii. SSLCertificateKeyFile "C:\HPBSM/WebServer/conf/server.key"

Copy the server.crt and server.key files generated earlier to “C:\HPBSM/WebServer/conf/”

b. Make sure the port referenced is correct (alter the port here if you plan to use any other port for

SSL in Apache) in the following line:
i. Listen 443
c. Make sure SSL engine is switched on in the following line:
i. SSLEngine on
d. Also confirm the following lines are in order:

##
## SSL Virtual Host Context
##

<VirtualHost ucmdbwin01.ind.hp.com:443>

JkMountCopy On

# General setup for the virtual host
DocumentRoot "C:\HPBSM/WebServer/htdocs"
ServerName ucmdbwin01.ind.hp.com:443



ServerAdmin abc@shreyas.com
ErrorLog "C:\HPBSM/WebServer/logs/error.log"
TransferLog "C:\HPBSM/WebServer/logs/access.log"

6. Start the Apache server from Windows Services pane

.Health Key and Certificate Management Provides ¥.509 certificate and key management services for the Net... Manual
P Business Service Management HP Business Service Management
Apac 11 mod . Aukomatic
ol Service For controling and monitoring integrate...  Starked  Aukomatic

Started  Aukomatic

Management

i Service For diagnostic tracing Facility, Started  Aukomatic
urnan Interface Device Access Pause b access to Human Interface Devices (HID), whic... Marual
E and AuthIP IPsec Keying Modules Resurme hosts the Internet Key Exchange (IKE) and Auth,..  Started  Automatic

teractive Services Detection Restark

Btion of user input For interactive services, which ... Marual

Local System
Local System

Local System
Local System
Local System
Local System
Local System




4. Modify BSM Infrastructure settings to notify BSM of the changes

1. Login to BSM using the URL http://mybsmserver.domain.com/bsm. Replace

“mybsmserver.domain.com” with the FQDN of the gateway server that is currently being worked
on.

2. Navigate to Admin = Platform = Infrastructure Settings. Select the “Foundations” radio button and
select the “Platform Administration” option in the drop down menu.

3. Look for the section “Platform Administration - Host Configuration”. Change the value for
parameters “Default Virtual Gateway Server for Application Users URL” and “Default Virtual

Gateway Server for Data Collectors URL” to https://mybsmserver.domain.com:443. Replace

“mybsmserver.domain.com” with the FQDN of the gateway server that is currently being worked
on. If the gateway server is only to be utilized for one of the above two operations (i.e. only for
application user access or only for data collectors), then make sure only the relevant parameter is

modified.

Platform Administration - Host Configuration

Hame = De=cription walue
Defines the URL used to access the Gateway Server for Application Users. Specify the full
URL wvith the port number (for example: Http:dmyhost mydomain.com:88). For the host name
inthe URL, supply the full name of the host, including the domsin name and port number. IF &
MAT device (i.e. load balancet, reverse proxy, S50 Accelerator) is in use to access the
Gatesvay Server for Application Users, supply the URL of the MNAT device including the port
number (for example: hitps: irtuallP; 990,

Defines the URL uzed to access the Gateway Server for Deta Collectors. Specify the full
URL wvith the port number (for example: Http:dmyhost mydomain.com:88). For the host name
Default Yirtual Gateway inthe URL, supply the full name of the host, including the domsin name and the port number.
Servet for Data Collectors URL  If & MAT device (i.e. load balancer, reverse proxy, S50 Acceleratar) iz in use to access the
Gatesvay Server for Data Collectors, supply the URL of the NAT device including the port
nutnber (for example; hitps: hirtuallP; 990,

Default Yirtual Gateway
Server for Application Users

https:iucmdbwindlind.hp.com:443 7
URL

https:iucmdbwindlind.hp.com:443 7

4. Restart the BSM service on all servers via Enable and Disable.


http://mybsmserver.domain.com/bsm
https://mybsmserver.domain.com/

5. Import the certificate into cacerts

1. Make a copy of the server.crt file we generated earlier.
2. Open the copy, in wordpad and delete all lines before “-----BEGIN CERTIFICATE-----". Save the

changes. The file contents should now look similar to the following:

C: I I -E- N e N B B R B B R S - B B S B

F————BEGIN CERTIFICATE---——-
MIIDG]CCAoOgAWIBAYTIBEATANBykghkiGOwlBAQUFADCELITELMAKGALUEEhMC S1U4 x
EjAQBgNVBAgTCUthcmSthFrYTESMEAGAlUEBxMJQmFuZZFsbSJlMREwaYDVQQK
EwhYWVog3W5] L] ETMEBEGAL UECHMETIELemF 0 alfuc zEOMAwEA]l UEAXMFYnN Q0 Ex
] AYBgkghkiGIwlBCQEWCEZFi¥0E4 eX ouyZ 3tMB4 XDTEXMD QxNDEyNT g1 NF 0 XDTEY
MDOxMzEyNTglNF owg 24 xC zATBgNVBAY TAR IOMRIWEAYDVOOTEw]l LYEJTu¥YZRhaZEx
EJAQBEgNVEAcTCUThbmd hb 9y ZTEVMEMGA L UEChMMUZ hy 2% 1 heyBEThmMuMRAWDG YD
VOOLEwd TdXBwh 3 J0MRAwHAYDVQODEXVIYE 1k Yndpbi AxImluZcSocC 5] b20xH] Ac
BgkqhkiG3wlECQEWDEFiYOEzaHTl eWF zLmNvhTCEnzANEgkghkiGwlEAQEFAAOE
JQAWGYkCyYEAXE] cRySPghPohbukEDIWL/ IZ22F J23Bd3KVEI4kGsVe/ HTar2 ¥nFGE
HoCDWEveovdZGETape5]66lypnZnéCFgexf33R9sNPZn/ +Yu+TMEPv,/ JC+o87uldBr
f76FFZECebe+TherMalQIVAT STVuce3GCMMdkgdMDES 01lW  bva/ HEKa fUCAWEAAa N7
MHEkwCOYDVRITEAIWADASEBylghkgBhvhCAQOEHXYATIE1b1NTTCEHZWS LamP 0 2WQg
QZVydGLlmaWihd GUwHOYDVROOBEYEFJg LUpQwzAL] Apiy Ze yROL/ YVIBOMES GAL1 UL
IWQYMB&AFCDDﬂnggZRWDDGS/B+JthdBCZFMADGCSqGSIbSDQEBBQUAA4GBAJDd
CMEnS40MzDyE5hysFI N1 £05Ck08WIpsEeSFCRelwoor 7070054 ZDNGCNtENEE3Iz
Bw3J0] 3NCIkgBM7 reumNEeX8bid3Iy71lyDe] I/ g38ac/BrBEn] jbmEabHCWLIRI 3L
plebyPnImyuzDlNEZ6EZo7a7 £J0TSEFaYRHv]Z7 2

————— END CERTIFICATE-----

3. Run the following command, all in one line, to import the certificate into cacerts (replace “server
- Copy.crt” with the name provided to the altered copy of server.crt).
C:\HPBSM\JRE\bin\keytool -import -alias mycacert -file "C:\certificates\server - Copy.crt"

-keystore C:\HPBSM\JRE\lib\security\cacerts -trustcacerts -storepass changeit

C:“HPBSH~JRE“bin>keytool —import —alias mycacert —file "C::certificates“server —|
Copy.crt" —keystore C:\HPBSM~JRE:lib“security:cacerts —trustcacerts —storepass
changeit
Ouner: EMAILADDRESS =abcPshrevas.con,. CHN=ucmdbwin®l.ind.hp.com, OU=Support, O0=Shn|
eyas Inc.. L=Bangalore, ST=Karnataka,. C=IN
Issuer: EHRILRDDRESS athxyg.cDm. CH=bsmCA, OU=0perations,. O=HYZ Inc.,. L=Bangalo
re, ST=Karnataka. C=IN
Serial number: 1
Ualid from: Thu Apr 14 18:28:54 IST 2811 until: Fri Apr 13 18:28:54 IST 2612
Certificate fingerprints:
MD5: 18:B5:9D:CB:3E:26: BL
SHAl: 29:@8:FA:5E:BB:AA: AA:77:A3:E4:E2
Signature algorithm name: SHAlwithRSA
Uersion: 3

Extensions:

#1: Obhjectld: 2.5.29.14 Criticality=false
SthectKeyldent1f19P [

B2 98 B2 65 EC %1 3a DF

HAi@: D8 57 DB 4E
1

1

#2: Ohjectld: 2.5.29_1% Criticality=Ffalse
BasicConstraints:[

CA:false

PathLen: undefined

: Objectld: 2.5.27.35 Criticality=False
AuthorityKeyldentifier [
Keyldentifier [
BeBE: 2D 28 EP BC 28 83 64 56 BCc 31 22 FD EF 89 7D @B
#eid: 50 @5 CC C5
1

1
#4: Objectld: 2.16.840.1.113730.1.13 Criticality=false

Trust this certificate? [nol: y
Certificate was added to keystore

C:\HPBSM~JRE“hin >




4. Restart the BSM service on all servers via Enable and Disable.



6. Test the SSL connection

Import the CA certificate into IE. If you've signed the server.crt using an external trusted CA (i.e.
you haven’t used the myca.crt created earlier), you can skip to the next step.

a. Right click the myca.crt file and select “Install Certificate”

|| index kxk.old 4§14/2011 £:21 PM QLD File OKB

-—_rrr;.-'n:a.l:rt Aildis Bati Rl Serurity
Open

| myeakey KEY File 1KE
serial [“FFdit with Matenad++ k File 1KB
b. Under the “Certificate Store” screen, select “Place all certificates in the following store”.

Click “Browse” and choose “Trusted Root Certification Authorities” and click OK

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept,

‘indows can automatically select a certificate store, or wou can specify a location for
the certificate.

£ Automatically seleck the certificate store based on the type of certificate
¢ Place all certificates in the Follawing store

Certificate store!

| Browse... |
Select Certificate Store E3

Select the certificate store wou wank ko use.

| Personal -
f | Trusted Rook Certifi Ak -
| Enterprise Trust

| Intermediate Certification Authorities
| Trusted Publishers

L nkensted Cerbificates h
4| | v

[ Show physical stores

< Back | Mext = | Cancel |

——

c. Click Finish and choose “Yes” to the Security Warning that is shown.

Security Warning

‘ou are about toinstall a certificate from a certification autharity
I Y (&) claiming to represent:

bsmCA

Windows cannot validate that the certificate is ackually from
"bsmCA", Yaou should confirm its arigin by contacting "bsmCA". The
Fallowing number will assist vou in this process:

Thurnbprint (shal): D009F823 C229382F ESS3S8AS 1250C797
4E202F52

Warning:

IF you install this roat certificate, Windows will automatically trust
any certificate issued by this Ca, Instaling a certificate with an
unconfirmed thurmbprint is a security risk, IF vou click "ves" yau
acknowledge this risk,

Do you want ta install this certificate?

s ] W |




2.

Next, login to BSM using the URL https://mybsmserver.domain.com/bsm. Replace

“mybsmserver.domain.com” with the FQDN of the gateway server that is currently being
worked on.
Confirm that you do not receive any certificate warnings within IE. Also confirm that you are

now able to navigate through the various tabs within BSM using HTTPS.

HP Business Service Management - Windows Internet Explorer |_ (O] x| I

&
@;‘/'IE hkkps: {fucrmdbwindl.ind. hp.com/bsm) j % @ | K I Bing R

File Edit View Favarites Tools Help

<7 Favorites ‘ 9% @] Suggestedsites = @ | Weh Slice Gallery ~

(& Login - HP Business Service Management ﬁ ~B - g;q ~ Page ~ Safety ~ Tools - @"

D

Business Service Management

Login Mame | admin ‘

Password || ‘

[~ Remember my login name and
pasaword for 14 days.

[Done [ [ [ [ [ [ [ Trusted sites | Pratected Mode: OFF Va v B A0% - g

«  MyBSM  Applications = Acdmin +  Help v Site hap

Applications || Administration |

Change the default page...

MyBSM Transaction Management
Transsction Anaiysis - Transaction Cver Time Repor Transaction Tracking
Service Health Repor] Event Analysis Reaport
E Serwice Health - 360° View| Custom Image| Gengraphic Map| Neighborhood Map| Transaction Topalogy - Aggregated Topelagy| Companant Tapalegy

Tapatagy Map| Top Vi
opology hap| Top Vien Transaction Infrastructure - Application Senver Statistics Report

feports - KPls Summary| KFls Trend| KFls Distribution Cver Time| KPls Over
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